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UNITED STATES DISTRICT COURT

for the
Southern District of New York

32 MAG 1047

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

A SERVER LOCATED AT HIGHWINDS,
111 8th AVENUE, 5th FLOOR, NEW YORK WITH IP
ADDRESS 209.234.253.118

SEARCH AND SEIZURE WARRANT

N’ N N’ N N N’

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern’ District of New York

(identify the person or describe the property to be searched and give its location).
A SERVER LOCATED AT HIGHWINDS,
111 8th AVENUE, 5th FLOOR, NEW YORK WITH IP ADDRESS 209.234.253.118

The person or property to be searched, described above, is believed to conceal (identify the person or describe the

property to be seized).
Evidence of e-mail communications through re-mailer concerning bomb threats

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before April 27. 2012
(not to exceed 14 days)
o inthe daytime 6:00 am.to 10 p.m. (3 at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.
O Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court.
USMJ Initials

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) (Mor days (not to exceed 30).

until, the facts ]u..»tlf ,Img, the later specnﬁc date of

Date and time issued: V/f// — S | ‘ m%/z___\

Judge’s signature
/244 S Vadh

City and state: Mewy 7/1/ ) /‘4’ 7

‘United States Magistrate Judge
Southern District of New York
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Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officer’s signature

Printed name and title




ATTACHMENT A
Property to Be Searched

This warrant applies to information associated with a
computer server with ‘Internet Protocol address 209.23;.253.118
- that -is located in a server cage controlled by Highwinds, at a
facility owned XO Communications,: 111 8™ Avenue, 5™ Floor, New
York, New York 10011, and maintained by Highwinds in Cabinet
05.9300.13, with a MAC .address Ilaririted'"on the back of the server

of 0030.482B.5B98 (the “TARGET SERVER”).



ATTACHMENT B
.Particular Things to be Seized

1. All records relating to violations of 18 U.S.C. 87S

(interstate threat communications) Including:

a. Records relating to the use of the server described in
Attachment A (the “TARGET SERVER”) to send, receive, or
intermediate the transmission of usernames, passwords
‘security challenge questions, personal identification

numbers, security token ID’s.

b. SSH, FTP, or Telnet logs showing connections rélated_to
the TARGET SERVER, and any other transactional
information, including records of session times énd
durations, log files, dates and times of connecting,

methods of connecting, and ports;

c. Files, histories, bookmarks, email and/or chat
communications, or logs located within the opératihg»br
file system of the hard drives and stored on digital
media recovered, to include deleted copies, fragments
marked for deletion, stored as temporary Internet files,
and/or cached content, and the transmission of
communications between subjects of the investigation and

themselves and parties yet unknown.

d. Files and email and/or other communications located
within the operating or file system of the hard drives
and stored on digital media recovered, to include deleted
copies, fragments marked for deletion, stored as

temporary Internet files and/or cached content

II..lI.IlIl...........llll.IIIIIIIIIl----:;________;__w,




2. Records of the times the TARGET SERVER was connected to and

IP logs of those connections;

3. Passwords, encryption keys, and other access devices that may

be necessary to access the TARGET SERVER;

4. Records that might identify the persons leasing or operating
the TARGET SERVER, including names, addresses, telephone
numbers and other identifiers, e-mail addresses, business
information, the length of service (including start date),
types of services utilized, means and source of payment and
for services (including any credit card or bank account

number), and information about any domain name registration;

5. Any email communications as well as IP Header data, inclucing
source IP and destination IP, of any communication containing

a bomb threat.

6. Contextual information necessary to understand the evidence

described in this attachment.

As used above, the terms “records” and “information” include
all of the foregoing items of evidence in whatever form and by
whatever means they may have been created or stored, including
any form of computer or electronic storage (such as hard disks
or other media that can store data); any handmade form (such as
writing, drawing, painting); any mechanical form (such as
printing or typing); and any photographic form (such as

microfilm, microfiche, prints, slides, negatives, video tapes,

motion pictures, or photocopies).
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